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THE INSIDER THREAT 
Paradox

The news is rife with stories about the risk employers face from employees’ misuse of critical 
systems and information technology. The list starts with accidents, like sending the wrong email to 
the wrong person at the wrong time, and proceeds to malicious, intentional acts such as stealing 
intellectual property for personal gain or posting company secrets on the internet to damage the 
employer’s reputation. There are many ways your people can put you in harm’s way: simply clicking 
on a tempting link in a message could open up a can of malware that rapidly spawns and encrypts 
all your data, forever lost unless you pay a ransom. Ransomware doesn’t have to come from outside 
attackers. Insiders forwarding a link or maliciously leveraging their knowledge of your organization’s 
infrastructure to extort money may send ransomware to coworkers. What’s the common thread?

It’s trust. And here’s the paradox: you must trust your staff. Trust is their key to your business 
kingdom, because without trust, you can’t assign system access privileges, and without access 
privileges, they can’t do the jobs you’re paying them to do. Employees are essential to your 
business, but also one of its greatest weaknesses: the soft underbelly that outside adversaries can 
exploit, and that you, as a leader, must protect.

Trust is  the foundation of  your employees’  productivity. 
But  as  ins ider  threats  r ise ,  whether  intent ional  or  by  chance, 
you need to systemat ica l ly  protect  and defend against  them.
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Consider this: IBM’s X-Force 2016 Cyber 
Security Intelligence Index[1] reported: “In 
2015, 60 percent of all attacks were carried 
out by insiders, either ones with malicious 
intent or those who served as inadvertent 
actors. In other words, they were instigated 
by people you’d be likely to trust.” IBM’s work 
further revealed the alarming trend that, of 
those attacks, malicious insiders increased 
from 31.5% in 2014 to 44.5% in 2015, even as 
the percentage coming from outsiders had 
dropped during that period.

Insider threats can be addressed in many 
ways. Some seem to be working; the IBM data 
shows that inadvertent actors played a lesser 
role in 2015 over the previous year, dropping 
from 23.5% to 15.5% of overall incidents. This 
may indicate that users are getting better at 
avoiding the kinds of mistakes that lead to 
trouble, or that more safeguards have been 
implemented to limit the risk of damage when 
mistakes are made. 

“Ransomware attacks are up 500% 
from 2014. The same is true of 

data breaches (up 127% from 
2014), and identity theft (490,220 

complaints in 2015 alone).”[2]   

So, the overall threat environment continues to 
grow and evolve in the aggregate. Despite small 
incremental gains, it appears a multi-layered 
defense and protection strategy is required.

Trust Your People 
But Protect Your Network
The Software Engineering Institute’s CERT 
Division at Carnegie-Mellon University 
maintains a list of best practices for 
organizations to mitigate IP theft, IT sabotage 
and fraud.[3] Most are common sense, and 
reflect a solid approach to risk management 
from which most organizations would benefit. 
A sound risk management foundation derives 
from a comprehensive security plan, including 
programs covering security awareness, control 
processes, and policies and procedures 
documentation, as outlined in the list on the 
following pages. To illustrate the power of 
technology in providing critical support for your 
security plans, a few of the CERT best practices 
are discussed in greater detail.

[1] http://www-01.ibm.com/common/ssi/cgi-bin/
ssialias?subtype=ST&infotype=SA&htmlfid=SEJ03320USEN&attachment=SEJ03320USEN.PDF
[2] http://www.lawtechnologytoday.org/2017/01/cyber-security-2017-its-a-scary-world-out-there/
[3] http://www.cert.org/insider-threat/best-practices/index.cfm
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Clearly document and consistently enforce policies 
and controls.
Policies and controls are only as effective as your ability 
to communicate them to your people, and enforce their 
use across the board. With the number of employees, 
devices, applications, and the volume of data in 
your business, technology is critical to automate the 
enforcement of your security policies. 

Know your assets.
It may seem obvious, but if you don’t have a good 
handle on where everything is on (and off) your network, 
including removable devices like USB storage devices 
and portable ones like phones, you don’t know where all 
your information is, or who’s looking at it. Regular scans 
and automatic detection of devices in your network are 
crucial to ensure your asset knowledge is up-to-date at 
all times.

Institute stringent access controls and monitoring 
policies on privileged users.
The trusted insider paradox is that you have to trust 
them, but they can exploit that trust, so you have to know 
what’s happening. “Trust but verify,” as the saying goes. 
Verification is supported by automatically logging activity 
of privileged users and raising alerts when questionable 
events occur or suspicious patterns emerge.

Use a log correlation engine or security information 
and event management (SIEM) system to log, monitor, 
and audit employee actions.
Part of monitoring privileged users comes from knowing 
who did what, when. This information must be captured 
consistently through logs kept of all activity on all devices, 
correlated quickly, and any anomalies highlighted as 
soon as possible to either assess their potential impact, 
or allow for a reconstruction of the chain of events after 
the fact, to determine the mechanism of compromise 
and ideally, those responsible.

As CERT illustrates, clear visibility into what’s happening 
on the network can provide the means to:

a)  Prevent it, by stopping the bad action before it 
gets underway.

b)  Detect it, by tracing the progression of actions 
and effects from start to finish, perhaps alerting an 
administrator or the security operations group.

c)  Respond to it, by limiting the spread of the attack 
across the network, isolating affected components, 
shutting it down, repairing the damage, locking down 
ports, protocols and services associated with the point of 
attack, finding out who was responsible, and building the 
case to prosecute offenders, all while keeping the lights 
on for everyone else.

CERT Insider Threat 
Best  Pract ices

1. Consider threats from insiders and 
business partners in enterprise-wide 
risk assessments. 

2. Clearly document and consistently 
enforce policies and controls. 

3. Incorporate insider threat 
awareness into periodic security 
training for all employees. 

4. Beginning with the hiring process, 
monitor and respond to suspicious 
or disruptive behavior. 

5. Anticipate and manage negative 
issues in the work environment. 

6. Know your assets. 

7. Implement strict password and account 
management policies and practices. 

8. Enforce separation of duties and  
least privilege. 

9. Define explicit security agreements 
for any cloud services, especially 
access restrictions and monitoring 
capabilities. 

10. Institute stringent access controls 
and monitoring policies on 
privileged users. 

11. Institutionalize system change controls. 

12. Use a log correlation engine or 
security information and event 
management (SIEM) system 
to log, monitor, and audit 
employee actions.
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13. Monitor and control remote 
access from all end points, 
including mobile devices. 

14. Develop a comprehensive employee  
termination procedure. 

15. Implement secure backup and  
recovery processes. 

16. Develop a formalized insider threat 
program. 

17. Establish a baseline of normal 
network device behavior. 

18. Be especially vigilant regarding 
social media. 

19. Close the doors to unauthorized  
data exfiltration.

18

Monitor and control remote access from all endpoints, 
including mobile devices.
The ability to understand where the user is accessing your 
network from is nearly as important as understanding 
who he or she is. There is additional complexity in 
managing risk coming in from outside your perimeter, 
even if the user is, or appears to be, a trusted user who 
happens to be working remotely. Tools are available that 
can minimize risk of data loss or sabotage by enforcing 
policies that distinguish acceptable activities when you 
are in the office, but that are not allowed when you seem 
to be dialing in unexpectedly from outside the country.

Establish a baseline of normal network device behavior.
“Normal” is a tough thing to define, but on networks, it’s 
important to try. Mostly it comes down to a few things. 
First is having a good understanding of the hardware and 
software assets in common use. In addition, you must 
be able to verify that they are operating at the current 
version levels. Finally, you need to develop and maintain 
user profiles that identify customary times of use for each 
asset and application, and a comprehensive set of user 
activity by login name. This is important because almost 
by definition, if something is detected that is anomalous, 
it creates an opportunity for targeted investigation, rather 
than dealing with trying to pick out the signal in the noise 
of too much undifferentiated, unbaselined network 
activity data.

Be especially vigilant regarding social media.
Use of social media like Twitter and Facebook in an 
“official” capacity for the business is growing, and so 
is “unofficial” posting by employees who may not toe 
the company line regarding what they post to whom, 
leaving your intellectual property open to be reposted or 
retweeted or actively mined for intelligence or corporate 
espionage. Equally alarming is social media accounts 
being hacked (see sidebar). Either way, it’s bad press, as in 
the recent Sony incident. 

[4] http://www.usatoday.com/story/money/2016/12/26/sony-musics-twitter-account-apparently-hacked-tweets-britney-spears-died/95849932/

19 Close the doors to unauthorized data exfiltration.
Ultimately, keeping bad guys out and the good stuff inside safe is what all these best practices are intended to help 
you do. “Closing the doors” requires active protection on your endpoints from malware and other malicious threats. 
Systematic data analysis at each endpoint will identify malware before it has a chance to be activated and prevents the 
infection of internal systems and the corruption or exfiltration of your company’s data. This data can also be used to 
complement forensic analysis, providing detailed system information about who did what with what, and when.

Kevin McCoy
1:25 p.m. EST December 26, 2016  

The Twitter account of Sony Music falsely 
tweeted Monday that Britney Spears had died, 
featuring separate postings that read: “RIP @
britneyspears #RIPBritney 1981-2016,” and 
“Britney spears is dead by accident! We will tell 
you more soon #RIPBritney.”…[4]
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Interfocus LanScope Cat provides a powerful solution that utilizes a combination of sophisticated 
asset management and user activity monitoring capabilities to provide unprecedented visibility 
into what’s happening on your network, around the clock. Interfocus delivers deep-dive situational 
awareness and enforces corporate policies to limit insider risk through effective surveillance of 
activity and alerting when out-of-policy conditions occur. These capabilities represent a significant 
step forward in providing an effective balance between letting users get their work done and 
knowing when anomalies occur.

Through a partnership with Cylance, Interfocus delivers advanced threat prevention combining 
world-class endpoint management with market-leading malware protection. Interfocus LanScope 
Cat includes CylancePROTECT, an endpoint malware prevention product powered by artificial 
intelligence and machine learning. With CylancePROTECT, Interfocus LanScope Cat adds another 
layer of threat prevention to the overall defense model. Systems managers with LanScope Cat will 
keep their network endpoints safe from insider threats and malware, including ransomware, and 
know when and where a compromise was attempted.

Protecting endpoints and their users, while also knowing who did what and when, is the best 
solution to the insider threat management paradox.   

Interfocus & Cylance ®

Can Help

Endpoint Management &
Insider Threat Security Solutions

Interfocus is an endpoint 
management and security 

software company dedicated to 
enabling visibility into user activity, 
controlling IT assets and protecting 
continuously compliant enterprises.
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Advanced Threat Prevention 
Built on Artificial Intelligence

Cylance® is revolutionizing 
cybersecurity with products and 
services that proactively prevent, 
rather than reactively detect the 
execution of advanced persistent 

threats and malware.
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Interfocus, a Kyocera Group Company, provides LanScope Cat, a 
unified endpoint management and security solution in the cloud that 
simplifies and automates how you control your team’s devices in the 
workplace. LanScope Cat automatically inventories your PCs, laptops, 
peripherals and software licenses to provide visibility into how users 
interact with your proprietary data. LanScope Cat’s dashboard and 
reporting capabilities are used by over 10,000 companies and 8.6 
million users, protecting their digital data and assets and ensuring 

compliance with both internal policies and external regulations.
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Start your free 14-day trial 
of LanScope Cat today!

INTERFOCUS.US 3565 CADILLAC AVENUE 
COSTA MESA, CA 92626 INFO@INTERFOCUS.US

http://lanscope.us
https://interfocus.us/
https://free-trial.interfocus.us/
https://interfocus.us
https://goo.gl/maps/CaFLacTYAqJ2
https://goo.gl/maps/CaFLacTYAqJ2
mailto:info%40interfocus.us?subject=

